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Background 

This guide is the result of a 2015 New York State Education Department State Archives Local Government 

Records Management Improvement Fund (LGRMIF) demonstration project conducted by the Digital Towpath 

Cooperative and the Center for Technology in Government (CTG), University at Albany. The project’s primary 

goal was to provide a roadmap for even the smallest local governments in New York to transition to 

maintaining and managing “born digital” records electronically throughout their lifecycle. The project focused 

on enhancing the existing Digital Towpath electronic records management system (ERMS) to handle electronic 

records typically generated by small local governments more effectively and efficiently. In addition, the project 

developed a standardized process and set of guides that local governments can use to facilitate the adoption 

of the enhanced ERMS and maximize its ability to support the efficient management of all their electronic 

records. 

 

Introduction 
This guide provides an approach to classifying records for retention, security, and access purposes that will 

support the intake of records into an Electronic Records Management System (ERMS). It assumes that records 

classification is one component of an intake process that includes a Business Process Analysis (BPA). 

 

Local government records disposition scheduling is controlled by existing State processes established by law, 

regulation, and policy. It is overseen by the State Archives, State Education Department. Information security 

classification is a best practice based on industry standards. This guide adheres to existing state requirements 

for records disposition and industry best practice for information security classification but has modified it 

based on what makes sense in the local government context. In addition, the guide identifies the support 

structures and external resources that are available to assist local governments in records classification. 

 

Defining the access needs for records is not controlled by an existing administrative process. In this case, the 

guide provides a template and tool to assist in identifying these needs. 

 

The guide also includes a framework for recording and taking actionable steps to implement records 

retention, access, and security classification decisions made for records identified during the Business Process 

Analysis Process and captured in the Detailed Records Inventory. 

Prerequisites 
The outputs and information gathered from the BPA are essential for records classification. These are 

described in detail in Guide to Business Process Analysis for an Electronic Records Management System 

Intake Process. The most critical information for records classification is described below. 

 Identified Process Owner: Identifying the entity that owns the process is critical because in all 

likelihood that entity also owns the key records related to that process. It is the record owner that has 
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the most authority and responsibility to manage and classify records for retention, security, and access 

purposes. Often multiple government units or offices are involved in a transaction and it may not be 

completely transparent which of them owns the transaction. The Guide to Business Process Analysis 

for an Electronic Records Management System Intake Process provides a simple but highly effective 

questionnaire for determining a business owner that includes questions on control of records. 

 Detailed Document Inventory: Identifying all the individual records created and used during a business 

process is necessary before they can be classified. It is also important that the actual files where records 

are stored after a transaction is completed are identified because this will allow you to classify 

collectively the records related to a transaction. The Detailed Document Inventory created during the 

business process analysis will be the starting point for classifying records. 
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Determining Access 
Requirements 

Unlike records 

retention and 

security 

classification, there 

is no state 

administrative 

process or industry 

best practice for 

determining access needs for records and other 

information resources. However, determining 

these needs is important information for including 

records in an ERMS. Access requirements will 

determine:  

 

 Whether files are included in an ERMS as a 

unit or as individual documents. 

 The type of metadata and indexing 

information that needs to be collected 

about records to support various types of 

access. 

 What staff members and units need and will 

be allowed access to records. 

 Whether to facilitate unfettered public 

access under the Freedom of Information 

Law (FOIL) 

 

Access needs during the course of conducting a 

business transaction will become clearer during the 

conduct of a BPA. However, access to records after 

the business transaction is completed and records 

are filed is not as transparent, since records have 

secondary uses beyond conducting a business 

transaction (e.g., audits, program development and 

reporting, general reference, legal uses, providing 

information to the public). 

 

The business process and records owner has the 

knowledge and the primary responsibility of 

identifying access requirements for their records. 

However, record owners do not often 

systematically consider the access requirements for 

records beyond their own programmatic needs. 

 

CTG has developed a tool to help local 

governments systematically determine access 

requirements for records. The tool and instructions 

on its use are included in Appendix A. It is 

recommended that the staff responsible for 

including records in an ERMS facilitate the use of 

this tool to ensure that the information they need 

is collected during the process. 

 

Determine the Complete 
Record of a Transaction 
The BPA would have identified all the records 

generated or collected as part of conducting a 

transaction. It would have also identified the file 

location where the records end up after a 

transaction is completed. Existing paper files are 

often developed to support the access needs of a 

particular unit, 

officer, or board, 

and reflect the 

limitations of 

paper. In addition, 

manual based 

processes will often generate records that support 

the process but don’t necessarily document the 

business transaction (e.g., process checklists, 

manual logs). We can call these records support 

records. The complete record of a transaction can 

be defined as: “All documents necessary to 

document a business transaction for legal and 
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audit purposes that would be subject to any legal 

or regulatory retention requirements.”  

 

Sometimes an existing file or record series captures 

the complete record of a transaction, but often 

records are scattered in different files. This is 

especially the case where parts of the complete 

record are in different media or formats (e.g., part 

manual and part digital forms). 

 

Identifying the complete record of a transaction is 

important for the following reasons: 

 The documents that comprise the 

complete record of transactions are usually 

prime candidates for inclusion in an ERMS 

because they will need to be accessed over 

an extended period of time to document a 

transaction and for secondary purposes. 

 Duplicative records created for 

convenience or access and supporting 

records can be scheduled for destruction 

when they are no longer needed thereby 

reducing the number and volume of 

duplicate records retained by the local 

government. 

 Only the complete record needs to be 

digitized and entered into an ERMS since it 

will support the access needs of all parties 

involved in a transaction and secondary 

users. 

 

 

Once again, it is the responsibility of the office or 

the official that owns a process to determine what 

constitutes the complete record of a transaction 

and what documents or records represent support 

records. Sometimes, this will be very apparent to 

program units. However, they may have to be 

prompted to think in terms of: 

 

 Do state, federal, or local laws/regulations 

identify what records need to be produced 

and retained to document a transaction? 

 Do state or federal, or local law/regulations 

set retention periods for specific records? 

 What records produced by a business 

transaction have to be presented for a 

program audit or external information 

request? 

 What records are required to be produced 

and retained according to the best practice 

for a particular line of business? 

 

Below is an example of how the complete records 

of a town board’s major subdivision transaction 

were identified. The example was based on the 

planning process and records of several actual New 

York towns and villages to create a robust example 

to help illustrate the retention, security, and access 

analysis. In this example, the complete record was 

included in a planning board’s subdivision file 

which included a final plat and other records 

related to a major subdivision. Once this file is 

included in an ERMS, a final plat could be accessed 

individually without looking through the entire file.
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Town of Example Major Subdivision Process 

RED represents complete record of Subdivision transaction 
 

Table 1. Major Subdivision Process Detailed Document Inventory - Records of Transactions 

Example 
Doc # 

Doc Name File Locations 

 

Planning 
Board 
(PB) 

Minutes 

PB 
Subdivision 

File 

PB 
Network 

Files 

Bldg 
Dept. 

Property 
Files 

D-1 Sketch plan (7 copies) 
  X X  

D-2 Planning Board minutes 
X  X  

D-3 Written recommendations to applicant  X   

D-4 Application form  
  X X  

D-5 SEQRA EAF form 
 X X X  

D-6 Subdivision Plan/Plat Preliminary (initial) (7 copies) including, if 
required, map of the entire holdings 
Field Survey 
Proposed deed covenants, easements, right-of-ways, deed 
restrictions 
All on-site sanitation and water supply facilities bearing county 
DOH stamp  X  X 

D-7 Public notice of hearing  X   

D-8 Return receipts from applicant’s mailing to neighbors and 
interested parties  X   
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Table 1. Major Subdivision Process Detailed Document Inventory - Records of Transactions 

Example 
Doc # 

Doc Name File Locations 

 

Planning 
Board 
(PB) 

Minutes 

PB 
Subdivision 

File 

PB 
Network 

Files 

Bldg 
Dept. 

Property 
Files 

D-9 Record of public comments  X X  

D-10 Letters of adequacy of the proposed water supply and sewerage 
service as required by the Public Health Law and the Department 
of Environmental Conservation of New York State. State DOT. 
County Planning Board and County DPW  X   

D-11 Bond or Security 
 
  X   

D-12 Final approved Subdivision Plat (Mylar Map 2 Paper Maps, PDF) 

 X X 

 
 

X 
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Table 2. Major Subdivision Detailed Document Inventory - Records Supporting the Process 

Example 
Doc # 

Doc Name Content Notes 

D-1 Sketch plan (7 copies) 
 

This record supports initial intake and review by the Planning Board. It is preliminary but 
can vary in detail. For Major Subdivisions they are often professional produced by 
engineering firm. In paper and PDF format. It is usually superseded by updated versions 
and has limited information value afterwards. 

D-2 Planning Board minutes These records document decisions of the Planning Board and are core subdivision 
records. They are produced in bound paper versions and PDF. The PDF version is the 
primary use copy. The bound copies are rarely used for reference.  

D-3 Written recommendations to applicant This record communicates recommended or required changes in the application. It is 
filed in Planning Board Subdivision File. It is referred during the course of the transaction. 
However, it duplicates information in the Planning Board’s minutes. 

D-4 Application form  
 

Initiates subdivision process. Paper is filed in Planning Board Subdivision file and PDF is 
kept in Planning Board’s network files. This form contains information on the 
subdivider’s original intent. It has limited reference value after completion of the 
process. 

D-5 SEQRA EAF form 
 

Initiates and documents SEQRA process. Planning Board Subdivision File becomes 
authoritative documentation. It is the historical record. PDF filed in Planning Board 
Network Files. The long-form EAF has detailed environmental information that might 
have value beyond the subdivision process but is rarely or never accessed beyond the 
SEQRA process. 

D-6 Subdivision Plan/Plat Preliminary (initial) (7 copies) including, if 
required, map of the entire holdings 
Field Survey 
Proposed deed covenants, easements, right-of-ways, deed 
restrictions 
All on-site sanitation and water supply facilities bearing County 
DOH stamp 

Provide information for Planning Board review. Filed in Planning Board Subdivision File 
and copies filed in Building Department Property Files. Information is used by Building 
Department for other property related functions. Along with final plat probably the most 
value records produced. 

D-7 Public notice of hearing Document compliance with public notification requirements. Filed in Planning Board 
Subdivision File. Legal value only. 
 

D-8 Return receipts from applicant’s mailing to neighbors and 
interested parties 

Document that abutting property holders received notice of public hearing, Planning 
Board Project File. 

D-9 Record of public comments Document public comments on subdivision. Paper minutes filed in Planning Board 
project file and audio file in Planning Board network files. Generally not accessed after 
subdivision transaction. 
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Table 2. Major Subdivision Detailed Document Inventory - Records Supporting the Process 
D-10 Letters of adequacy of the proposed water supply and sewerage 

service as required by the Public Health Law and the Department of 
Environmental Conservation of New York State. State DOT. County 
Planning Board and County DPW 

Document approvals from state departments and county planning board and county 
highway Planning Board subdivision files. Generally not accessed after transaction 
completed. 

D-11 Bond or security Assure funds are available for required improvements Planning Board Subdivision Files. 
Legal and financial value. 

D-12 Final approved Subdivision Plat (Mylar Map 2 Paper Maps, PDF) Document final subdivision files and provide updated real property information to town. 
Official paper copy filed in Planning Board subdivision file, Mylar filed in Building 
Department property file, and PDF in Planning Board network files. Generally the record 
with the most secondary value for property related functions. 
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Determining Records 
Retention Requirements 
 

 

 

 

 

Determining the retention requirements for local 

government records is primarily the responsibility 

of the New York State Archives, an office of the 

State Education Department. The State Archives 

has developed records retention schedules on 

behalf of large groups of local governments. It has 

performed the analytical work of defining retention 

requirements including assembling information on 

applicable laws and regulations, audit 

requirements, the need for legal evidence, 

administrative needs, and historical or research 

value. The Archives provides descriptions of the 

information in the records and proposes retention 

periods. These items are reviewed by local 

government and state agency officials, the Local 

Government Records Advisory Council, local 

government associations, archivists and records 

managers in other states, historians, state agency 

personnel, and state agency counsels. Local 

government schedules are essentially SED 

regulations and as such, they are filed with the 

Department of State, published in the New York 

State Register, and adopted by the Board of 

Regents as regulation. The State Archives has 

produced the following five different schedules for 

different types of governments. 

 

 CO-2 schedule for counties 

 ED-1 schedule for school districts, BOCES, 

and 

 

 

other educational governments 

 MU-1 schedule for municipalities, including 

fire districts 

 MI-1 schedule for all miscellaneous 

governments 

 County Boards of Elections 

  

Even with this support from the State Archives, it is 

still the local government’s responsibility to apply 

schedules to their records. This can be challenging 

since general schedules are written to apply to a 

large number of local governments that manage 

and file records in very different ways. In addition, 

schedules may occasionally be difficult to apply to 

electronic records in new formats even though 

they are written to be technology and media 

neutral. Furthermore, schedules are organized by 

broad general functions and records are often 

scheduled collectively based on the function that 

produced them. This may make it difficult to apply 

the schedule in filing systems where records are 

filed by record type or form number. For example, 

a final plat for a subdivision may be filed in a parcel 

file, a planning board file, or separately in a plat file 

and be covered by a number of items on MU-1. 

 

Fortunately, the State Archives has produced a 

large number of publications and provides advisory 

services to assist local governments in applying 

schedules as well as many other records and 

information management issues. These 
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publications can be found at: 

http://www.archives.nysed.gov/publications 

 

Information on advisory services can be found at: 

http://www.archives.nysed.gov/records/mr_local.s

html 

Classify Records for Access 
and Security Purposes 
The security of local 

government 

information is a 

growing concern as 

more and more 

records are 

maintained in 

electronic format and 

are accessible through networks.  Security controls 

are essential for any ERMS. However, investments 

of time, effort, and resources in security must be 

consistent with the value of the information and 

resources being protected and the legal, financial, 

and political consequences if that information were 

to be breached. This is why cyber security experts 

and government authorities recommend a risk 

management approach to securing networks and 

information. At the most basic level, this consists 

of: 

 Identifying your assets 

 Classifying those assets based on 

importance 

 Considering potential threats   

 Determining what impact an attack could 

have on your local government 

 

It is outside the scope of this guide to provide a full 

introduction to information security or risk 

management. However, the process of identifying 

and classifying records for intake to an ERMS will 

provide a firm basis for establishing an information 

security program to protect those records. We 

have already discussed the identification of 

information assets for inclusion in an ERMS. In the 

rest of this section, we will discuss classifying 

information assets for security purposes and point 

to other resources that can help you select the 

access and other security controls appropriate for 

protecting those assets.  

Classification is the designation given to 

information from a defined category on the basis of 

its sensitivity. Information assets include all 

categories of information (automated and non-

automated), including (but not limited to) data 

contained in records, files, and databases. 

Information assets usually include: public records 

mission-critical systems, customer interfaces, 

internal tools, source code, and records. For the 

purposes of this guide we are focused on records. 

A government is responsible for protecting the 

confidentiality, integrity and availability of records. 

The value of a record will be determined by the 

information owner - an individual or a group of 

individuals responsible for making classification 

and control decisions regarding use of information.   

The National Institute of Standards (NIST) has 

established guidelines for classifying information, 

which has become a de facto standard for most 

governments including New York State. The NIST 

standard FIPS 199 establishes security categories 

for both information and information systems. The 

security categories are based on the potential 

impact on an organization should an asset be 

breached, tampered with, or lost. The potential 
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impacts could jeopardize the information and 

information systems needed by a local government 

to accomplish its mission, protect its assets, fulfill 

its legal responsibilities, maintain its day-to-day 

functions, and protect individuals. There are three 

potential levels of impact (low, moderate, and 

high) relevant to securing information and 

information systems for three stated security 

objectives (confidentiality, integrity, and 

availability). These security objectives are defined 

as: 

Confidentiality: “Preserving authorized restrictions 

on information access and disclosure, including 

means for protecting personal privacy and 

proprietary information…” A loss of confidentiality 

is the unauthorized disclosure of information.  

Integrity: “Guarding against improper information 

modification or destruction, and includes ensuring 

information non-repudiation and authenticity…” A 

loss of integrity is the unauthorized modification or 

destruction of information.  

Availability: “Ensuring timely and reliable access to 

and use of information…” A loss of availability is 

the disruption of access to or use of information or 

an information system. 

The following Table 3. summarizes the security 

objectives and impacts. 
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Table 3. Security Objectives and Impacts 

 
INFORMATION CLASSIFICATION CATEGORIES 

LOW MODERATE HIGH 

CONFIDENTIALITY 
Consider impact of 
unauthorized disclosure on 
factors such as: 

 Health and Safety 

 Financial Loss 

 Mission/Programs 

 Public Trust 

The unauthorized access 
or disclosure of 
information would have 
limited or no impact to 
the organization, its 
critical functions, 
workforce, business 
partners and/or its 
customers. 

The unauthorized access or 
disclosure of information 
would have serious impact 
to the organization, its 
critical functions, workforce, 
business partners and/or its 
customers. 
 

The unauthorized access or 
disclosure of PPSI or other 
information would have 
severe or catastrophic 
impact on the organization, 
its critical functions, 
workforce, business 
partners and/or its 
customers. 
 

INTEGRITY 
Consider impact of 
unauthorized modification or 
destruction on factors such 
as: 

 Health and Safety 

 Financial Loss 

 Mission/Programs 

 Public Trust 

The unauthorized 
modification or 
destruction of information 
would have limited or no 
impact to the 
organization, its critical 
functions, workforce, 
business partners and/or 
its customers. 

The unauthorized 
modification or destruction 
of information would have 
serious impact to the 
organization, its critical 
functions, workforce, 
business partners and/or its 
customers. 
 

The unauthorized 
modification or destruction 
of information would have 
severe or catastrophic 
impact on the organization, 
its critical functions, 
workforce, business 
partners and/or its 
customers. 
 

AVAILABILITY 
Consider impact of untimely 
or unreliable access to 
information  
on factors such as: 

 Health and Safety 

 Financial Loss 

 Mission/Programs 

    Public Trust 

The disruption of access 
to or use of information 
would have limited or no 
impact to the 
organization, its critical 
functions, workforce, 
business partners and/or 
its customers. 

The disruption of access to 
or use of information would 
have serious impact to the 
organization, its critical 
functions, workforce, 
business partners and/or its 
customers. 
 

The disruption of access to 
or use of information would 
have severe or catastrophic 
impact on the organization, 
its critical functions, 
workforce, business 
partners and/or its 
customers. 
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The NYS Office of Information Technology Services 

has established a similar but more complex 

approach for State agencies in NYS-S14-002 

Information Classification Standard (with 

Appendices). This document and supporting 

material can be found at:  

https://www.its.ny.gov/document/information-

classification-standard. 

The Security Classification of records that will be 

included in an ERMS can help determine the type 

of security, especially access controls, that will be 

applied to those records. The controls required for 

each security classification are based on National 

Institute of Standards and Technology (NIST) 

security standards. Many of the controls are 

reasonable and can be easily implemented within 

an ERMS. However, the controls at the high and 

medium classification can be quite stringent and 

may be costly. In addition, NIST controls have been 

written for security experts and larger 

governmental entities with greater technical 

capabilities than most small or even medium sized 

local governments. However, there are a number 

of resources designed specifically for local 

governments that provide guidance on the 

essential controls that should be in place. The 

following is a selected listing of resources that we 

believe are the most helpful regardless of the size 

of your government. 

 

Division of Local Government and School 

Accountability, New York State Office of the State 

Comptroller, LOCAL GOVERNMENT 

MANAGEMENT GUIDE, Information Technology 

Governance  

https://www.its.ny.gov/sites/default/files/docume

nts/itgovernance.pdf  

A guide developed for New York State local 

governments by the NYS Office of State 

Comptroller (OSC) intended to make the oversight 

of information technology less daunting by 

providing a template for understanding and 

strengthening security controls.  It includes a 

Security Self-Assessment, structured around 12 key 

areas of IT security that is intended to help you 

exercise effective oversight of IT operations and 

serve as a starting point for discussions with 

personnel who are responsible for the day-to-day 

management of your computer operations. OSC 

also issued a brief bulletin providing information on 

the impact and cost of security breaches to local 

governments:  

Local Government Information Security: The Cost 

of Inadequate Protections 

https://www.osc.state.ny.us/localgov/pubs/resear

ch/snapshot/cybersecurity0811.pdf 

Multi-State Information Sharing and Analysis 

Center (MS-ISAC) Cyber Security Guides 

https://www.its.ny.gov/local-government 
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Brief, practical reference guides intended for 

smaller entities that may not have the technology 

or information security expertise of other entities 

and therefore need a basic "how to get started" 

resource. The guides provide a general overview of 

issues, and are particularly helpful for increasing 

the information security awareness level of those 

local government staff in non-technical positions 

(such as elected officials and administrators).  

National Association of Counties Cyber for 

Counties Guidebook Preventing, Detecting and 

Defending against Cyber-attacks 

https://msisac.cisecurity.org/resources/documents

/cyber-guidebook-for-counties.pdf  

A guide developed by the National Association of 

Counties with the participation of the Center for 

Internet Security to help counties defend against 

and deal with cyber-attacks. The guide is useful to 

smaller local governments. 

Center for Internet Security Local Government 

Cyber and Information Security Policies 

https://msisac.cisecurity.org/local/ 

This website provides links to security policies, 

guides, and other resources developed by local 

governments of various sizes throughout the 

country. These resources are extremely useful to 

New York local governments looking for good 

practice models for their own security programs. 

Microsoft, DEVELOPING A CITY STRATEGY FOR 

CYBERSECURITY A seven-step guide for local 

governments 

http://smartcitiescouncil.com/resources/developin

g-city-strategy-cybersecurity-7-step-guide-local-

governments  

Guidance developed for cities, but applicable for 

other local governments, on establishing a 

cybersecurity program. 

Quarterly Report Digital Communities 

Cybersecurity Handbook for Cities & Counties 

http://www.govtech.com/policy-

management/Special-Report-Cybersecurity-

Handbook-for-Cities-and-Counties.html  

A guide to cybersecurity for local governments 

based on the activities of the Digital Communities 

program, a network of public- and private-sector IT 

professionals who are working to improve local 

governments’ delivery of public service through the 

use of digital technology. This easy to understand 

report provides advice on a range of essential 

cyber security issues including many common 

sense controls that can be implemented in any 

environment. 

Local Government Shared Services or Technology 

Cooperatives 

http://digitaltowpath.org/content 

Local governments can join a local government 

technology cooperative that provides security measures 

at an affordable cost and under the supervision of 

highly qualified security professionals by aggregating 

the needs of its members and centralizing hardware 

and software controls. Digital Towpath is one example 

of such a cooperative.  

Classification Framework  
 
We have created a framework for recording and 

taking actionable steps to implement records 

retention, access, and security classification 

decisions made for records identified during the 

Business Process Analysis Process and captured in 

the Detailed Records Inventory. The framework is 
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presented in Appendix B. A completed framework 

is presented below as an example. We will use this 

example to describe the framework and its uses. 

 

The first three columns of the framework (Doc#, 

Doc Name, Content Notes) describe the records 

and are all derived from the Document Inventory 

where information that is more detailed can be 

found on the records (see Tables 1 and 2 for 

examples). 

The Retention (Schedule /Item # / Retention 

Period) column is used to capture retention 

information where: 

 Schedule references the References NY 

State Archives Local Government Records 

Retention and Disposition Schedule (e.g., 

MU-1, CO-1, etc.) 

 Item# references item number on the 

schedule (e.g., 6[401]d, 2[2], etc.) 

 Retention Period states the full retention 

period stated in the schedule (e.g., 4 

months after transcription and/or approval 

of minutes or proceedings, Permanent, 

etc.) 

 

As described in the Determining Records 

Retention Requirements section of this guide, it is 

a local government’s responsibility to apply State 

Archives retention and disposition schedules to 

their records. This can be a challenging task when 

applied to electronic records. Ultimately, the local 

governments will use 

the ERMS to 

implement retention 

requirements, which 

the system will apply 

automatically. The 

framework can assist 

local officials in 

determining how the ERMS will implement those 

retention decisions so that they best serve their 

government. For example, it can help identify 

which records you can manage collectively for 

retention purpose and which can be disposed 

much earlier than the core records that document 

a transaction. In the example below, despite the 

fact that the core records documenting a major 

subdivision have a permanent retention period, 

many of the records generated by the subdivision 

process can be disposed in a much shorter time. 

Although it is not applicable to the example, 

retention of records containing personal identifying 

information may expose local governments to 

increased liabilities if they retained them longer 

than it is needed for legal and business purposes. 

 

Security Classification 

(Confidentiality/Integrity/Availability) column 

records the security classifications for each security 

objective as described in Table 3. Security 

Objectives and Impacts (e.g., 

Low/Medium/Medium). 

 

The section of the guide, Classify Records for 

Access and Security Purposes, describes the 

purpose and importance of classifying records for 

access and security purposes. As noted, the 

ultimate goal of security classification is to help 

develop the security model, especially access 

controls, that local officials will apply to the records 

in an ERMS. Specific controls will often be technical 

and officials will need the assistance of a security 

professional in selecting and implementing them.  

However, the above framework will assist local 

officials in recording, organizing, reviewing, and 

further analyzing their security requirements. It will 

help them think conceptually about what levels 

and types of security may be required for records 
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related to a specific function or transaction. It will 

especially help them ask the right questions and 

think more deeply on the actual impacts if records 

were compromised. 

 

Using the above Planning Board Major Subdivision 

as an example, the following questions and 

answers can help to define a security model for 

protecting Planning Board Records in an ERMS. 

 

1. Negative effects on local government credibility 

(Integrity) 

 

Example: Although, most Planning Board records 

are public and do not contain sensitive information 

(Low Confidentiality) there is a public expectation 

that the records are accurate (Moderate Integrity).  

The unintended exposure of Major Subdivision 

records could cause the public to question the 

actions, process, program or procedure that 

created and managed the records and therefore 

the records integrity and the Planning Boards 

credibility. 

 

2. Health, welfare and detriment to the community 

(Availability) 

 

Example: The Major Subdivision process creates 

many records needed to manage and regulate the 

use of property and buildings (Moderate 

Availability). However, the availability of records 

will not have a significant impact on the health, 

safety, and welfare of the community. 

 

3. Violation of the right to informational privacy or 

confidentiality (confidentiality) 

 

Example: All of the records created by the Major 

Subdivision process are open to the public and not 

considered private or confidential (Low 

Confidentiality).  Unintended exposure of 

information would not result in a breach of private 

or confidential information. 

 

4. Accessibility and integrity of public records 

(integrity and availability) 

 

Example: The integrity and accessibility of Major 

Subdivision records is of significant concern 

(Moderate Integrity and Availability).  Without 

adequate access controls electronic records are 

particularly vulnerable to unauthorized or 

accidental modification that will affect their 

integrity and their availability.  Availability of the 

records is also dependent on the ERMS being 

available and operating correctly.  

 

5. Violation of laws, regulations or contracts 

 

Example: The legal viability of the Subdivision 

process is dependent on following a legally 

mandated process and filing and creating accurate 

and legally viable records. It is critical that a local 

government can document that it followed 

appropriate processes and created viable records. 

Any action or inaction that leads to the integrity of 

records being questioned or records not being 

available when needed for legal purposes could 

result in legal consequences of varying severity. 

 

6. Operational impact 

 

Example: The availability of Major Subdivision 

records will certainly impact the ability of a 

Planning Board to operate. It would also have an 

impact on other operations that depend on the 

records resulting from the Subdivision process such 

as property assessment, zoning, code enforcement, 
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and other property and building regulation 

functions. The severity of this impact can vary 

depending if the records where need for an 

ongoing transaction or process. 

 

7. Financial consequences 

 

Example: The lack of documentation or questions 

concerning the integrity of Major Subdivision 

records could lead to litigation that could result in 

financial loss to the organization. However, it is 

questionable if financial impact would be an 

overriding concern in securing Subdivision Records. 

 

Using our Planning Board Major Subdivision 

example it is clear that any security model and set 

of controls developed for Major Subdivision 

records will focus on limiting the ability of staff to 

change records, documenting access and the type 

of access to those records, and assuring that the 

records will be available within a reasonable 

amount of time. Since confidentiality is not an 

overriding concern, limiting read only access by 

staff and the public will not be a major concern. 

The lack of overriding health, safety, and welfare 

concerns as well as the varying need to access for 

operational purposes means that availability of the 

information may not be a salient factor. Assuring 

that records are available in reasonable amount of 

time will likely be more important than immediate 

access or limiting down time of the ERMS. As you 

can imagine records that have a High 

Confidentiality classification would require a very 

different security profile. 

 

Access Requirements (User/access needs) lists 

each of the users of the record and the type of 

access they need as defined by the table below 

(e.g., Planning Board Secretary/Modify).  Access 

needs are expressed in the following categories: 

 

 Read: Permits viewing and listing of files, 

subfolders, and file's contents 

 Write: Permits adding of files and 

subfolders and writing to or modifying a 

file’s content 

 Modify : Permits reading and writing of files, 

subfolders, and writing to or modifying a 

file’s content, as well as allows deletion of 

the folder and files 

 

The section Determining Access Requirements 

describes the process of determining records 

access requirements. For the purpose of the 

framework, the specific users of the records and 

the type of access they need are recorded. This 

information will help local government officials to 

develop an access model for sections of their ERMS 

that will be supportive of their security 

requirements, general records management 

requirements, and information sharing and access 

needs across the government. For the major 

subdivision example a relatively conservative 

approach has been taken where only the Board 

Secretary has the ability to file and manage records 

and only officials with a specific need to access the 

records have the ability to read and download 

copies of records. Although, the subdivision 

records are not confidential and could be more 

widely available to all town officials, the sensitivity 

of subdivision proceedings may require a managed 

approach to providing access beyond those officials 

who need the records to perform their duties. 
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Table 4. Records Classification Framework: Example of Records Supporting Major Subdivision Process    

Example 
 Doc # 

Doc Name Content Notes  
Retention 
(Schedule/Item #/ 
Retention Period) 

 
Security Classification 
(Confidentiality/Integri
ty/ 
Availability) 

Access Requirements 
( User/access needs)  
See results of Access 
Survey for Existing 
Record Files for details) 

D-1 Sketch plan (7 copies) 
 

This record supports initial intake and 
review by the Planning Board. It is 
preliminary but can vary in detail. For Major 
Subdivisions they are often professional 
produced by engineering firm. In paper and 
PDF format. It is usually superseded by 
updated versions and has limited 
information value afterwards. 

MU-1/6[401]d/ 6 
years after last 
entry 

Low/Low/Low Planning Board 
Secretary: Write 
Planning Board 
Members : Read 
 

D-2 Planning Board minutes These records document decisions of the 
Planning Board and are core subdivision 
records. They are produced in bound paper 
versions and PDF. The PDF version is the 
primary use copy. The bound copies are 
rarely used for reference.  

MU-
1/1[1]/Permanent 

Low/High/Moderate Planning Board 
Secretary: Modify 
Board Members:  Read 
Town Board: Read 
Code 
Enforcement/Building 
Inspection/Zoning 
Administrator: Read 

D-3 Written recommendations 
to applicant 

This record communicates recommended or 
required changes in the application. It is 
filed in Planning Board Subdivision File. It is 
referred during the course of the 
transaction. However, it duplicates 
information in the Planning Board’s minutes. 

MU-1/6[401]d/ 6 
years after last 
entry 

Low/Moderate/Low Planning Board 
Secretary: Write 
Planning Board 
Members : Read 
 

D-4 Application form  
 

Initiates subdivision process. Paper is filed in 
Planning Board Subdivision file and PDF is 
kept in Planning Board’s network files. This 
form contains information on the 
subdivider’s original intent. It has limited 
reference value after completion of the 
process. 
 

MU-
1/6[401]a/Perman
ent 

Low/Moderate/ 
Moderate 

Planning Board 
Secretary: Write 
Planning Board 
Members : Read 
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Table 4. Records Classification Framework: Example of Records Supporting Major Subdivision Process    

D-5 SEQRA EAF form 
 

Initiates and documents SEQRA process. 
Planning Board Subdivision File becomes 
authoritative documentation. It is the 
historical record. PDF filed in Planning Board 
Network Files. The long-form EAF has 
detailed environmental information that 
might have value beyond the subdivision 
process but is rarely or never accessed 
beyond the SEQRA process. 

MU-
1/6[401]a/Perman
ent 

Low/Moderate/ 
Moderate 

Planning Board 
Secretary: Write 
Planning Board 
Members : Read 
 

D-6 Subdivision Plan/Plat 
Preliminary (initial) (7 
copies) including, if 
required, map of the entire 
holdings 
Field Survey 
Proposed deed covenants, 
easements, right-of-ways, 
deed restrictions 
All on-site sanitation and 
water supply facilities 
bearing County DOH stamp 

Provide information for Planning Board 
review. Filed in Planning Board Subdivision 
File and copies filed in Building Department 
Property Files. Information is used by 
Building Department for other property 
related functions. Along with final plat 
probably the most value records produced. 

MU-1/6[401]d/ 6 
years after last 
entry 

Low/Moderate/ 
Moderate 

Planning Board 
Secretary/Write 
Planning Board 
Members/Read 
Enforcement/Building 
Inspection/Zoning 
Administrator/Read 

D-7 Public notice of hearing Document compliance with public 
notification requirements. Filed in Planning 
Board Subdivision File. Legal value only. 
 

MU-1/8b[8]/6 
years 

Low/Moderate/Low Planning Board 
Secretary/Write 
Planning Board 
Members/Read 
 

D-8 Return receipts from 
applicant’s mailing to 
neighbors and interested 
parties 

Document that abutting property holders 
received notice of public hearing,
 Planning Board Project File. 

MU-1/30[30]/1 
year 

Low/Low/Low Planning Board 
Secretary/Write 
Planning Board 
Members/Read 
 

D-9 Record of public comments Document public comments on subdivision. 
Paper minutes filed in Planning Board 
project file and audio file in Planning Board 
network files. Generally not accessed after 

Paper minutes: 
MU-
1/1[1]/Permanent 
 

Low/Moderate/Moder
ate 

Planning Board 
Secretary/Write 
Planning Board 
Members/Read 
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Table 4. Records Classification Framework: Example of Records Supporting Major Subdivision Process    

subdivision transaction. Audio file: MU-
1/2[2]/4 months 
after transcription 
and/or approval 
of minutes or 
proceedings 

 

D-10 Letters of adequacy of the 
proposed water supply and 
sewerage service as 
required by the Public 
Health Law and the 
Department of 
Environmental 
Conservation of New York 
State. State DOT. County 
Planning Board and County 
DPW 

Document approvals from state 
departments and county planning board and 
county highway Planning Board subdivision 
files. Generally not accessed after 
transaction completed. 

MU-
1/6[401]a/Perman
ent 

Low/Moderate/Moder
ate 

Planning Board 
Secretary/Write 
Planning Board 
Members/Read 
 

D-11 Bond or security Assure funds are available for required 
improvements Planning Board Subdivision 
Files. Legal and financial value. 

MU-1/6[6]/6 years 
after expiration or 
termination or 6 
years after final 
payment under 
contract, 
whichever is later 

Low/Moderate/Moder
ate 

Planning Board 
Secretary/Write 
Planning Board 
Members/Read 
Bookkeeper/Budget 
Office/Read 
 

D-12 Final approved Subdivision 
Plat (Mylar Map 2 Paper 
Maps, PDF) 

Document final subdivision files and provide 
updated real property information to town. 
Official paper copy filed in Planning Board 
subdivision file, Mylar filed in Building 
Department property file, and PDF in 
Planning Board network files. Generally, the 
record with the most secondary value for 
property related functions. 

MU-
1/6[401]a/Perman
ent 

Low/Moderate/Moder
ate 

Planning Board 
Secretary/Write 
Planning Board 
Members/Read 
Town Board/Read 
Enforcement/Building 
Inspection/Zoning 
Administrator/Read 
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Appendix A. Access Survey for Existing Record Files 
 

Instructions 
This survey will collect information on the access and use of the record files that document a transaction. 
These files should be identified during Business Process Analysis. The information collected by the survey will 
support the intake process. Instructions for completing the survey follow. See Table 5. for an example of how 
you can collect this information.  
 
Other Names (used in the process flows): If document numbers or codes are used during the BPA process, 
they should be recorded here. 
 
Records/File: This column contains the final repositories or record series where records that document a 
transaction are stored after a transaction is completed. Files that contain records that are created solely for 
the purposes of supporting the work process and do not necessarily document a transaction, should not be 
included. 
 
How often are they accessed while active? “Active” records are those related to transactions that are still in 
progress or very recently completed. Please answer this question in terms of daily, weekly, monthly, or 
occasionally – state number of times annually. 
 
How often are they accessed after completion of transaction? This question is essentially the same as the 
previous one, but is to be answered within the context of after a transaction and post-transaction activity is 
completed. Once again, answer this question in terms of daily, weekly, monthly, or occasionally – state 
number of times annually.  
 
When does access need decline or change? This question is designed to determine if access activity declines 
after a specific period of time (e.g., after the present State fiscal year) or event (e.g., after project close-out). It 
is an open-ended question that may require further investigation. 
 
Who outside your unit accesses them? This question is designed to identify record users outside of those 
specifically involved in the business process. We can refer to these users as secondary users who need access 
to the records for functions or purposes other than carrying out the business process. This should be 
answered in terms of role, title, or function (rather than individual names). 
 
For what purpose are they accessed? This question is designed to determine the purpose for which records 
are accessed besides specifically carrying out a business transaction. These purposes could be related to the 
business process (e.g., audits, reference) or for completely unrelated purposes (e.g., policy research). 
 
What specific documents in the file are accessed? Files often contain more than one document that may have 
different access requirements. If specific types of documents are more heavily used, it could impact how they 
are ingested into an ERMS. For example, if specific documents in a case file need to be accessed, the 
documents in the file may need to entered into an ERMS as individual items rather than collectively. The 
specific documents that are accessed after a transaction is completed should be listed here.  
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What codes/means are used to access records? Different methods can be used to access files or specific 
records in a file. These access methods can be based on readily understandable names of projects or entities 
(e.g., grantee, local government, building address) but can also be based on numerical codes that can be 
system or manually generated (e.g., Sequential #, Activity #). These existing codes could have great utility for 
supporting access in an ERMS. The access means that are used to access files or specific documents in a file 
should be listed here.
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Table 5. Access Survey for Existing Record Files 

Other 
Names 
(used in 
process 
flows)? 

Records/File How often 
are they 
accessed 

while 
active? 

 

How often are 
they accessed 

after 
completion of 
transaction? 

When does 
access need 
decline or 
change? 

Who outside 
your unit 
accesses 
them? 

 

For what purpose 
are they accessed? 

What specific 
documents in the file 

are accessed? 

What 
codes/means are 

used to access 
records? 
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Appendix B. Records Classification Framework 
 

Table 6. Blank Classification of Records Supporting Major Subdivision Process   

Doc 
# Doc Name Content Notes 

 
Retention (Schedule/Item 

#/ Retention Period) 

 
Security Classification 
(Confidentiality/Integrity/ 

Availability) 

Access Requirements 
( User/access needs)  

See results of Access Survey for Existing 
Record Files for details) 

D-1  

 

   

D-2  

 

   

D-3  

 

   

D-4  

 

   

D-5  
 
 

   

D-6  

 

   

D-7   
 

   

D-8  
 
 

   

D-9  

 

   

D-10  
 
 

   

D-11  
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Doc#, Doc Name, Content Notes are all derived from the Document Inventory where information that is more 
detailed can be found on the records (see Tables 1 and 2 for examples). 
 
 Retention (Schedule /Item # / Retention Period) used to record retention information where: 

 Schedule references the References NY State Archives Local Government Records Retention and 
Disposition Schedule (e.g., MU-1, CO-1, etc.) 

 Item# references item number on the schedule (e.g., 6[401]d, 2[2], etc.) 

 Retention Period states the full retention period stated in the schedule (e.g., 4 months after 
transcription and/or approval of minutes or 
proceedings, Permanent, etc.) 

 
Security Classification (Confidentiality/Integrity/Availability) provides the security classifications for each 
security objective as described in Table 3. Security Objectives and Impacts (e.g., Low/Medium/Medium). 
 
Access Requirements (User/access needs) lists each of the users of the record and the type of access they 
need as defined by the table below (e.g., Planning Board Secretary/Modify) 
 

 

File and Folder Permissions 

 

Generic 

Permissions 
Meaning for Folders Meaning for Files 

Read Permits viewing and listing of files and 

subfolders 

Permits viewing or accessing of the file's contents 

Write Permits adding of files and subfolders Permits writing to a file 

Modify Permits reading and writing of files and 

subfolders; allows deletion of the folder 

Permits reading and writing of the file; allows deletion of the file 

 


