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SUMMARY The development of Digital Towpath’s Electronic Records Management System (ERMS) has added a new dimension to the DTP cloud. Once limited to website management, DTP has widened its scope over the years by adding a secured email system; specialized information handling like the Real Property, Stormwater Management and Meetings modules; and off-site storage of some electronic files. With the development of the ERMS, Digital Towpath becomes a true government cloud by providing robust records management functionality. The ERMS is designed to give an organization superior control over the management of their electronic records. It solves the primary roadblock to good management reported by the local governments which make up Digital Towpath – centralizing files so they can be efficiently managed. It also provides tools to organize files, control access to files, and automate the retention and disposition of files. The system allows access to the files and management tools through a browser interface so that it can be used remotely.  Any internet-connected computer and browser can be used, whether at the municipal hall or another location. Every file uploaded to the ERMS is indexed on upload so that it can be located through the integrated, full-text search utility. This may seem to negate the need for a folder system to identify like files. In its simplest use case, this is true. However, the directory development within the ERMS cannot only visually categorize files, but also fine tune access to them and control retention of the files within them. By designing a folder directory that fits your unique needs, you can restrict some folders so that only those users with the highest levels of access permission can access the files within them. You can also control which users are able to access files in unrestricted folders, which users can upload files to folders, and which users can perform management tasks within a folder. Files are safeguarded on multiple levels. Foremost, the whole ERMS is secured by the firewalls, monitors, and the redundant framework of the system. Scans are run and patches are applied to the system as a whole. Because all ERMS domains are collected on DTP’s shared hardware, they can be protected efficiently.  On the individual domain level, DTP’s access permissions system allows those with higher levels of access to set permissions for each folder for only those user accounts which should have access, customizing the domain’s ERMS so that files are protected within the organization as well.  Only those individuals who should have access to specific files will have that access. Within an organization, the ERMS will function much like existing paper file record management systems handling Active files (those that are expected to change before reaching final form and those used in the day to day business process) and Inactive records (those that have reached their final form and must be retained according to the government’s retention schedule). Once all the files in a folder are in final form, the folder is inactivated. Access to the folder is reduced to Download Only for all users who formerly had Download and Upload privileges and the time until disposal will begin. Inactive folders are hidden from view by default in order to simplify access to those files used more frequently. Users have the option to show inactive folders. Files that have reached the end of their retention period will be expunged from the ERMS at the beginning of the day after the date set for the end of the period. Expunging a file will completely eliminate all copies of the file within the ERMS; however, the disposal process can be overridden. 
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An aging report is provided which is used to identify files pending disposal. Files which appear on the report, but should not, can be reclassified and retained. The EMS also provides a comprehensive inventory of files within the entire system which can be run annually for a report to your executive board, and a listing of all files expunged during a specified time period.   
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SECURITY 
WITHIN THE ERMS Because the ERMS resides on a shared infrastructure, the environment can be efficiently secured through shared firewalls, monitoring, patching and scanning. Data is also secured through drive redundancy. The system exists in a virtual environment to eliminate downtime, easily reassigning resources to support continued operation.   Interactions between the ERMS and users are encrypted so that files are safeguarded during transmission up to and down from the system. Transmissions are monitored for file corruption and intrusion attempts.    Each domain is secured from all others by the centralized identity system that controls access permissions at the folder level. By designing your file directory so that users can be given access to only those folders they need to access and specifying the actions each can undertake for each folder you can further secure files within your organization.  All activity within the ERMS is logged so that it is possible to determine which user account was used to complete any activity. Users should be made aware of this.  Each user must be assigned a unique account in order to make the log effective in this way.  

LOCAL RESPONSIBILITY FOR INFORMATION SECURITY The security within the ERMS and associated with the upload and download of files safeguards those files from corruption caused by the use of the ERMS. However, responsibility for assuring that files you upload to the ERMS contain no malware that could affect the system of someone downloading a file from the ERMS remains with the users of the system.  If a corrupted file is uploaded to the ERMS, it will not corrupt other files stored there, but it could potentially harm any system to which it is downloaded.  Protecting your organization’s electronic records requires that your local systems are regularly scanned for malware and all software in use on the systems is regularly updated. Make sure use of the ERMS is included in your organization’s information security policy and that all users of your systems are aware of that policy. If you are going to allow uploads from systems outside your control, you should require assurance that good information security policy has been followed for those systems also. Make sure you safeguard your ERMS by requiring users to change the auto-generated password when they first get their accounts and when their account passwords are reset. Remind them that password should be at least 8 characters long and include both numbers and letters.  
INFORMATION SECURITY RESOURCES New York State’s Office of Cyber Security (OSC) offers support to local governments for securing electronic records through information posted to their website at: http://www.dhses.ny.gov/ocs/. 
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Also available from this site are handbooks specifically written for non-technical people with local government information security responsibilities. These handbooks are located at: http://www.dhses.ny.gov/ocs/local-government/ along with many other tools you can use to develop and maintain good information security within your organization. The OSC staff is also available to answer your questions, provide guidance, and, if needed, help you mitigate problems.   
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LOGGING ONTO THE ERMS When you are issued a user account for the ERMS, you will be sent login information in an email message to the email address used in the account setup. (Note: the address given will be for your own ERMS domain.) 

 The link in the message will take you to the login screen where you enter the username and temporary password, and then click on OK to open your ERMS domain. 
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ORGANIZING FILES WITHIN THE ERMS 
THE INTERFACE The ERMS interface includes six primary sections:  

 1. tools affecting the system as a whole;  2. bread crumbs for identifying the location of the open folder and its name;  3. a tool bar containing command specific to the actions available to the current user;  4. a listing of the contents of the open folder 5. indication of Type and Status for all folders displayed in that listing; and 6. the upload date and size of files within the open folder.  
NAVIGATION  Like on your local hard drive, as you navigate through the directory system within your ERMS, the location of the displayed folders and files will be noted through the “bread-crumbs” structure near the top of the page. The open folder will be titled in large, bold font near the top of the display. Above it will be the full path through the ERMS to the open folder. For example, folders and documents in the Highway Department’s Project3-Completed folder will be listed on the page when the 
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Project3-Completed folder is opened. The bread crumbs will be ERMS root folder (Records Home); the Highway Department folder (indicating ownership of the information); the Capital Fund Projects folder; and, in bold, the Project 3-Completed folder. This notation tells us that the files displayed are within the Project 3-Completer folder which is within the Capital Funds Projects folder which is within the Highway Department folder which is within the Records Home folder.  A similar structure is used by Windows Explorer, as in the following example. 

 FOLDER PROPERTIES Folders within the ERMS can be one of two Types: Restricted or Private. Their Status can also be designated as Active or Inactive. These attributes are independent of each other so that a private folder can be either Active or Inactive as can a restricted folder. Each folder also may have specific users associated with it, at specified Permissions or access levels. A user may have different permissions for different folders. When a new folder is established it will inherit the Type, Status and Permissions from the folder above in the directory tree. It is necessary to manage access control from a folder only if a user’s permission for the new folder should be different from the folder above it in the directory.  The Folder Options toolbar for each folder contains the commands available to a user based on the user’s access level. These commands also change for folders with a different type or status. The illustration shows the commands that would be available to a user with complete level access or above, for a folder that is unrestricted and active. TYPE Restricted folders are designed to collect files containing personal, private or sensitive information (PPSI). Private folders are folders that are not restricted, although access to them is still controlled through the permissions system. Folder type can be changed as needed. Folders added to the Records Home folder will be Private by default. Changing a folder Type also changes the Type of every folder within it to match, so care must 



 10  

be taken when changing folder Type so that file access is controlled correctly.  Changing a folder from Private to Restricted also removes access permission for all users with less than complete access. This means that if you have given someone access to the folder at, for example, the Download and Upload level, before the folder was restricted, and you want them to have the same access to the Restricted folder, you must reset permissions to that folder for the user after the Type change. Digital Towpath plans to add a third Type of folder in a future release – Public. This folder type will allow you to designate some folders to be included in a Records Search module which will be added to the Digital Towpath Website Content Management System (CMS). STATUS Folders can be Active or Inactive. These designations are analogous to conventional paper records management systems in terms of the files they contain. Active folders contain files that are not in their final form but may be retained when finalized; and files that are needed for day to day matters but will not be retained past current use. Setting a folder’s status to Inactive changes the access permissions to it since Inactive folders are assumed to contain files that are in final form and must be retained. Upload permission to Inactive folders is limited to the highest levels of access. Users with Download and Upload permission to a folder will automatically have their permission level changed to Download Only when the folder’s status is changed to Inactive.  When a folder’s status is set to Inactive, the ERMS displays a dialog box that asks for a date from which its retention period will be calculated and the length of that retention period.  When a folder is inactivated permission to make changes to the folder is automatically restricted to the highest levels of access. ACCESS PERMISSIONS  For the same reasons you control access to paper records as part of your responsibility to safeguard them, you control access to e-records using the ERMS access control system. There are five access levels which can be assigned. These are: 
 Super-user – can do anything anywhere in the ERMS for the domain; only level that can set up new users 
 Complete – can do anything in the ERMS except set up new users 
 Manager – can do everything Download and Upload access level users can do as well as change folder Status 
 Download and Upload –  can upload or download files; make new folders within the folders they can access; move folders/files to the trash 
 Download – can download files from folders to which they have access Actions that are generally available to each access permission level are illustrated below: 
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 Set up new users 
 Empty the trash 
 Set users’ access to folders  
 Run reports 
 Move folders/files 
 Change folder type (Restricted, Private)  
 Change folder status (Active, Inactive)  
 Set up folders/change folder name* 
 Upload files 
 Move folders/files to trash 
 Download files   
*For	Inactive	folders,	the	ability	to	set	up	or	rename	folders	is	reserved	for	Manager	level	access	and	above.	When a super-user establishes a user account for the ERMS, a default access level must be assigned to the account. If it is designated as a Super-user or Complete access user, the user account is allowed access to all folders in the ERMS. Other access levels are Specified Folders Only or No Access. Users with Specified Folders Only designation are assigned access from the folder level at the Management, Download and Upload or Download Only access level. User accounts designated No Access have all permissions stripped and must be designated at one of the other levels before they can be given access to any folder or command.  Permission to access a folder is set using the Manage Access To This Folder command within the Folder Options section of the main toolbar when the folder is opened in the ERMS. In a Private folder tree, the maximum access for a Specific Folders Only user (i.e., Manager, Download and Upload, or Download Only) is set as high up the tree as they have any access. The same access level for the specific user applies to all folders within that folder, except any Restricted folders and any folder for which the user’s access has been further limited.  When a folder is designated or changed to restricted, all permissions are stripped for any user except those with super-user or complete level designation. Although other level user accounts can be given access to restricted folders, this must be done by a super-user or complete access level user at the folder level using access control from the folder itself.   Within your ERMS folder structure you can designate permissions in ways that not only control access but also define responsibilities. For example, the planning board chair might be given Manager level access to the planning board folder so that responsibility for establishing new folders for each and uploading working files related to open matters can be given to her. When a matter is completed, the chair can inactivate the folder and initiate the retention period for it. The planning board secretary can be given Download and Upload access to the planning board folder and given the responsibility of uploading files related to matters as they are generated. This could include letters to applicants, minutes of meetings and hearings, letters from consultants and the like. By 

Super-User

Manager

Download Only

Complete

Download and Upload 
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sharing responsibility for these actions, the process of keeping files up to date will be more effective. ADDING/EDITING A USER Accounts can be added and edited only by super-users of the Digital Towpath ERMS.  TO ADD A NEW USER: 
 Select Users from the Management section of the ERMS interface. 
 Select Add New User from the toolbar. 
 Enter into the New User form: the user’s first and last name; the email address of the account owner; and a username. 
 Designate a default access level. 
 Save the entry. 
 The user will be automatically sent location and logon information by email. 

TO EDIT A USER: 
 Select Users from the Management section of the ERMS interface. 
 Select the user from the list of users (select List Users from the toolbar to display the list, if it is not already displayed) to open an Overview of the user’s account. 
 Select Edit This User to open the Edit User form. 
 Make changes as needed. (Note that changing a user’s access level to No Access will strip it of all assigned access permissions.) 
 Save the entry.   

TO DELETE A USER*: 
 Select Users from the Management section of the ERMS interface. 
 Select the user from the list of users (select List Users from the toolbar to display the list, if it is not already displayed) to open an Overview of the user’s account. 
 Select Delete This User. *In general, it is best policy to edit a user account to No Access or disable the account instead of deleting it, if it has been used to make changes to or download files from the ERMS, so that the account ownership information is saved for later reference. 

TO RESET A USER’S PASSWORD:  (You cannot retrieve a lost password. You must reset it and prompt the system to issue a new temporary password) 
 Select Users from the Management section of the ERMS interface. 
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 Select the user from the list of users (select List Users from the toolbar to display the list, if it is not already displayed) to open an Overview of the user’s account. 
 Select Reset and Send Password. 
 A new temporary password and instructions to log on and change it will be sent to the user’s email address on record. 

TO DISABLE A USER: 
 Select Users from the Management section of the ERMS interface. 
 Select the user from the list of users (select List Users from the toolbar to display the list, if it is not already displayed) to open an Overview of the user’s account. 
 Select Disable This User. Disabling user’s account will exclude the user from logging onto the ERMS but, unlike changing the user’s access level to No Access, it will leave permissions in place so that, if the account is enabled again, all previous permissions will be the same.  When an account has been disabled its Overview screen will include an option to enable the user.  

RUN AS USER You can test the user account setup by selecting the final option on the Overview screen, Run As User.    
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DESIGNING A FOLDER STRUCTURE TO FIT YOUR NEEDS UPLOADING FILES You may already have a folder structure in use on your local infrastructure. If so (and your access permission to the ERMS is at the Complete or Super User level), you can collect the files and folders within your existing tree into a single compressed file (zip file) and upload it to your ERMS where it will be decompressed (unzipped) and the folder structure within it will be recreated.  Open the highest level folder where the zipped tree should begin to start the process and integrate the organizational work already completed on your local hardware into the ERMS. With any access level other than Download Only or No Access, you can also establish folders within the ERMS and upload files to them. You can select adjacent files in a local folder by depressing the Shift key while clicking on the first and last file you want to upload. You can select non-adjacent files while depressing the CTRL key. Files can then be uploaded in batches or can be added to a folder in the ERMS using drag and drop methodology. Uploading very large files or zipped folders can result in unpredictable behavior. The size of an item which can be uploaded is dependent on the ISP (Internet Service Provider) you use and the speed of the hardware you employ. Faster systems can upload larger items. A slower internet connection and/or a slower computer or network connection will limit the item size you can upload reliably. If, for example, you attempt to upload a batch of files and not all of them are successfully uploaded, try uploading them individually or in smaller batches. This should circumvent problems caused by broadband limitations. Contact Digital Towpath Support at support@digitaltowpath.org for assistance, if needed. If you upload a file into with the same name as a file already in the destination folder, the upload will be successful but you will end up with two files of the same name. You will need to determine if both files should be saved.   If so, download and then rename one of the files on your local system and upload it again. Complete the correction by moving the unneeded file or files to the Trash Can for deletion. NAMING FILES AND FOLDERS It is important that file names reflect the content of the file. This is a recommendation from the NYS Archives. It is also a good idea for organizing files so that they are grouped logically within the ERMS. Administrations change and personnel responsible for the electronic records in your government also change.  Using a logical naming system will make transitions go more smoothly. It will also make reports more comprehensive. 
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Use folder names that include ownership and file names that include content information so reports contain more information about the files in the ERMS. For example, all files associated with the Highway Department could be contained in a folder named Highway Department. Within this folder you might establish folders named Maintenance Records and Maps. Within the Maintenance Records folder you might have folders named Trucks, Snowplows and Road Equipment. Then, a file named 2012 Oil Change Schedule –Number 1 within the Trucks folder would have a path (designation of its place in the ERMS folder structure) of: Records Home>Highway Department>Maintenance Records>Trucks>2012 Oil Change Schedule –Number 1 ERMS reports include the full path for files so using this method of naming files provides more useful reports. The information in the path describes the content of the file as well as pinpointing its location. RENAMING FOLDERS It may be that a folder should be renamed to better describe its contents. All users can rename Active folders except those users with Download Only level permission.  Inactive folders can be renamed by users with manager, complete or super-user level permissions only.   Files names cannot be changed for files already uploaded to the ERMS. If you have uploaded a file that should be renamed, you will have to download the file to your local computer, rename it locally and then upload it again. Remember to send the misnamed file to the Trash Can for removal from the ERMS. 
MOVING FOLDERS WITHIN THE ERMS When a folder is moved its Type, Status and Permissions are reset to match those of the folder in which it is placed. A folder moved to the Records Home folder will be active and private. Folders moved to a restricted folder will become restricted. A folder moved into a folder set for disposal will be set for disposal on the same schedule as the folder in which it was placed. For this reason, only users with the top two access levels can move files or folders within the ERMS. These properties may, then, need to be reset for each folder within the relocated folder in order to recreate the relocated information in its former form. An example of this might be a folder within the Recreation Department folder containing information about a park program, available to the recreation director and the town supervisor, within which is a folder with files containing personal information about park employees. Although both the supervisor and the recreation director may have Download and Upload permission for the park program folder, if the folder is moved into a folder in the supervisor’s working files folder, to which only the supervisor has access, the park program folder will no longer be available to the recreation director. Similarly, although the personnel folder within the park program folder was restricted, since the supervisor’s active files folder is private, the personnel folder will change to private when it is moved into the supervisor’s active files folder along with the park program folder.  
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In order to recreate the folder properties as they were before the move, a user with at least complete access will need to change the folder type of the personnel folder back to restricted and assign Download and Upload rights to the recreation director for the park program folder.   
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RETENTION 
SETTING RETENTION When all files in a folder are in final form the folder’s status is changed to Inactive. A date must entered in the retention dialog and a choice between six-year and indeterminate retention period is made. If six-year retention is chosen, the date entered will be used to calculate the ending date for the retention period. All the files contained in the folder will be scheduled for disposal on the day after the ending date. Folders themselves will not be deleted when the files within them are expunged. They will change to Inactive: Permanent. These folders can be deleted by sending them to the Trash if they are no longer needed.  The retention choices within the ERMS are six-year and indeterminate because most retention periods in the MU-1 (the schedule towns, villages, cities, and fire districts in New York must use) are either six years or permanent. The choice between the two, then, makes complying with the MU-1 as simple as possible. However, since setting the retention policy for each folder as its status is changed to inactive requires the entry of a date, it is possible to set other timeframes for a particular folder by adjusting the start date for the retention period.  The easiest date to enter is the current date which is entered by default when you open the dialog but you can manually enter a date or use the calendar icon to open a calendar to choose a date, which can be any other date in the past or in the future. For example, if the retention period for the files in the folder should be four years, not six, enter a date two years in the past. The ERMS will still calculate a six-year period but the date it sets will be only four years from the present. The same holds true for folders that should be retained for seven years. Enter a date a year in the future to adjust the ending date accordingly. 

FINE TUNING RETENTION POLICY The retention end date set for a folder is also set for any folders within it. These	 folders	 within	
folders	 are	 referred	 to	 as	 the	
Children	 and	 the	 folder	 they	 are	
within	is	referred	to	as	the	Parent.  It is possible that you will have a folder of files that should be set for permanent retention but which contains a folder that should be emptied after a fixed period of retention. The ERMS allows for this scenario by allowing you to change retention settings for the subfolder.  In the following example the T2 folder, the child folder of the folder in the example above, has been opened. Its retention policy was applied when its parent folder’s retention was set to permanent. Note that its header now includes an option to Override Parent Retention Policy. 
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When this option is used to reset the child folder’s retention, the header changes again to include options to return to using the parent folder’s policy or change the currently applied retention policy from the options noted in the header. 

 By using the ability to set retention policy for individual folders you can fine tune the ERMS to dispose of no longer needed files as they reach the end of their retention period, even if they are subfolders whose parent folder has a different retention policy applied. This process, then, allows you to keep files in logical groups even though they may have different retention requirements.     
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DISPOSITION On the day after the date set for the end of their retention period, files are expunged from the ERMS and all redundant copies of the ERMS. This is an automated process which requires no intervention from ERMS users beyond setting retention criteria when inactivating a folder.  If a file that you want to retain appears on the aging report, you must move the file to a folder with a longer retention period or reset the retention period of the folder in which it resides. In that case, all files in the folder will also have the revised retention period.  Files which have been deleted will be listed on Disposal reports. Only the name of the file, including its full path within the ERMS, its size and the date it was expunged from the system will be included on the report. The file data itself will no longer exist within the ERMS system.   
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RETRIEVING FILES 
BROWSE                                                                                   The Browse button is a shortcut to jump a user to the Records Home screen.  
SEARCH The upload system within the ERMS produces full text indexing of almost all types of text-based files. It will index the file names of non-text-based files. PDF files will be indexed in total only if they are text-based. Image PDFs (like those typically produced by scanners) are not text-based, even if they originated as a text document. Scanning, in most cases, produces an image of the document, not the text of the document. Some scanning software includes OCR (optical character recognition) capability. Documents scanned using this software will be text-based and so the retrieval system will index them fully. When possible, uploading text-based files is preferred to uploading image files since this will result in more comprehensive search results. The search utility in the ERMS allows search by keywords and phrases using the familiar search logic used by popular internet search engines. Search results display the file’s full path. Users can click on the file’s name to open the download dialog. If the user does not have permission for the folder in which the chosen file resides, the dialog will not function. Files and folders which have been moved to the Trash Can will appear in the search results but cannot be accessed from the results list directly unless the user has permission to download from the folder it was in before it was moved to the Trash Can. If you have been assigned permission to access a file, when you select the file from a search list, the Trash Can or from a folder in the ERMS, your browser will open a dialog box from which you can choose to open the file, assuming you have the necessary software for that purpose, or download it to save it to your local drive. Download and save will be the default behavior if your system cannot determine what program the file opens with or you have set the options for your computer to always download files without opening them.    
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REPORTS There are four standard reports available from the ERMS: the Aging Report; the Inventory Report; the Disposition Report; and the audit trail or History Report. These reports can be run by any user with complete or super-user access to the system. Reports open in a browser window from which they can be reviewed, saved or printed using the browser’s commands. They can also be copy/pasted into a word processor or spreadsheet program, e.g. Word or Excel, and further refined.  
To	return	to	the	ERMS	from	a	report,	use	the	back	button	on	your	browser.	

INVENTORY REPORT The Inventory Report lists all folders and files in the ERMS at the time the report is generated, in alphabetical order. The report includes the full path of each folder as well as its type and status. It also includes each file within each folder, listed by file name (including file extension), upload date and file size. The report, when generated at the end of the established reporting period, serves as the required annual report to the executive board. The report can be run at any time.  
AGING REPORT The Aging Report lists all inactive folders with six year retention and the files within them by disposition date. The report can be limited to specific periods so that a user can determine which folders will be expunged within that period. Files are reported by their full path for content identification. Since disposition is automated, this report is used to locate files that are scheduled in error. Depending on your workflow, the aging report should be run weekly, monthly or quarterly. 

DISPOSITION REPORT The Disposition Report lists all files that have been expunged from the ERMS. It lists the full path of the file, its file name, size, and the date it was deleted. The report can be generated over any period; however, it must be generated at least annually in order to meet NYS Archives guidelines.  
AUDIT TRAIL (HISTORY REPORT) The ERMS automatically generates a log of all actions within it by user, date, file and folder. The audit trail is the basis for reports. It  displays in reverse chronological order, in total or by folder. It is possible to generate a printed audit trail report, if needed, by copy/pasting the pages of the displayed information into a word processing document, but, since other reports contain the same information in more usable form, this should not be needed often.  The complete history can be generated using the History button in the Reports section of the tools section of the ERMS screen. The history of 
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each folder can also be individually generated while the folder is open in the ERMS using the View Folder History button in the Folder Options section of the toolbar, when the user’s access permission level allows this. 
Remember: The efficacy of the audit trail as a deterrent to internal breaches of security by the humans using the system is dependent on each user who is working in the system using a unique account. The ERMS cannot determine whose fingers are on the keyboard.      
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THE TRASH CAN 
                                                                   Deleting folders and files within the ERMS is a two-step process. Most access permission levels allow users to move a file or folder to the Trash Can, but only the highest levels can delete them completely from the ERMS. Items will remain in the Trash Can for three month after they are placed there. During that time, they can be restored. If a folder is moved to the Trash Can, all the files contained in it are also moved. If file within the folder is restored, the folder is also restored.  
Note: A user with permission to empty the Trash Can should visit it at least once a month to insure that files are not inadvertently deleted.   
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FILE FORMATS FOR LONG TERM STORAGE OF ELECTRONIC RECORDS A fundamental problem with the storage of electronic records is the evolution of the software needed to open and use them. It does no good to safely store a file if, when it is needed, it cannot be read. For most files used within your organization, this is not a problem since the most used software suites are backward compatible over many versions and so will reliably process a file that is less than a decade old. For example, although the program to generate a Word document with an older file format may not be available anymore, current versions of Word will open the file and allow you to read it or even edit it. Records that need to be retained permanently present a more difficult problem. There is no way to know how even the most widely used programs will evolve over twenty or more years. Until recently the only way to insure that files are accessible over time was to migrate them through software changes by opening them in new versions as the new versions are released and then saving them in the updated format.  This process is both expensive, since it requires that you buy each new version of a program; and time consuming. Although an image of the document can help to circumvent the problem of long-term compatibility, as long as the image is in a standard format like jpeg or tiff which have been used for decades and should persist over time, image files are not as searchable as text-based files. Full text indexing and modern search engine software make text-based documents completely searchable. Image files can be searched by file name and folder location only. A new format based on the PDF (portable document file) format has been developed which offers a solution to the problem of long term storage of electronic documents. PDF/A is a standardized format which, because it incorporates all of the elements in a document needed to reproduce it in its original form, can accurately preserve a document for decades. Wikipedia explains the evolution of PDF/A like this: 
“PDF is a standard for encoding documents in an "as printed" form that is portable between 
systems and is widely used for distribution and archival of documents. However the suitability of 
a PDF file for archival depends on options chosen when the PDF is created. Most notably 
whether to embed the necessary fonts for rendering the document, whether to use encryption and 
whether to preserve additional information from the original document beyond what is needed to 
print it. 

PDF/A was originally a new joint activity between The Association for Suppliers of Printing, 
Publishing and Converting Technologies (NPES) and the Association for Information and Image 
Management, to develop an International standard that defines the use of the Portable Document 
Format (PDF) for archiving and preserving documents. The goal was to address the growing 
need to electronically archive documents in a way that will ensure preservation of their contents 
over an extended period of time, and will further ensure that those documents will be able to be 
retrieved and rendered with a consistent and predictable result in the future. This need exists in a 
growing number of international government and industry segments, including legal systems, 
libraries, newspapers, regulated industries, and others.” 
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One of those “others” is local government in New York.  

Producing records in PDF/A requires a program capable of the process. These programs tend to 
be higher end and so more expensive than simple PDF writers. Check the program 
documentation to determine if the program you are using is capable of capturing the additional 
information contained in a PDF/A file.    



 26  

COLLABORATION USING THE ERMS The ERMS can be used as a collaboration tool in the same way as the File Archives utility available in Digital Towpath (DTP4). Using the ERMS for collaboration is safer than using the File Archives utility, though, because files are uploaded to and downloaded from the ERMS through an encrypted connection. A folder can be set up to be accessed by specific people both inside and outside of the government so that files within it can be shared. For example, while in the process of developing or updating your Master Plan, you may need to share many drafts of reports with Planning Board members, Town Board members, and consultants before finalizing them. By setting up a folder for this interaction, you can both centralize the information about the project and control which individuals can access or change it. Because the interaction will be secured by the ERMS encryption process, you can be confident that only those who should have the information will have the information.   
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